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1. Policy statement

Compton Preschool recognises that digital technology can support children's learning, development, communication and understanding of the world. Technology is used to enhance children's experiences in a safe, purposeful and age-appropriate way.

The preschool is committed to protecting children, staff, families and visitors from the risks associated with internet use, digital devices, online communication, social media and the sharing of photographs or personal information.

All adults have a responsibility to use technology safely, appropriately and professionally. This policy sets out the expectations for using work devices, personal mobile phones, iPads, email, Tapestry and social media.

2. Statutory guidance and legislation

This policy should be read in conjunction with the following statutory guidance and relevant legislation:

· Early Years Foundation Stage (EYFS) Statutory Framework for Group and School-Based Providers – the current framework sets out safeguarding requirements, including the safe use of mobile phones, cameras and electronic devices, and requirements relating to children's screen use.

· Keeping Children Safe in Education (KCSIE) – relevant safeguarding guidance, particularly where applicable to the preschool's provision and wider safeguarding arrangements.

· Working Together to Safeguard Children – guidance on multi-agency safeguarding responsibilities.

· UK Council for Internet Safety (UKCIS), Safeguarding Children and Protecting Professionals in Early Years Settings: Online Safety Considerations – guidance on safe online practice, professional boundaries and protecting children and practitioners.

· Data Protection Act 2018 and UK GDPR – requirements for protecting personal information and handling children's records and images securely.

· Children Act 1989 and Children Act 2004 – the wider statutory framework for safeguarding and promoting children's welfare.

The preschool will refer to the latest applicable versions of statutory guidance and local safeguarding procedures when reviewing this policy.

3. Aims and objectives

Compton Preschool aims to:

· Safeguard children from inappropriate, harmful or unsuitable online content and contact.

· Ensure all electronic devices are used safely and responsibly.

· Protect children's identities, photographs, personal information and learning records.

· Ensure staff understand their professional responsibilities when using technology and social media.

· Provide children with supervised opportunities to explore technology as part of their learning and development.

· Maintain clear boundaries between personal and professional use of devices and online communication.

· Ensure concerns or breaches relating to e-safety are reported and acted upon promptly.

4. Roles and responsibilities

Manager and Designated Safeguarding Lead (DSL)

The manager and DSL are responsible for:

· Ensuring this policy is implemented, reviewed and communicated to staff.

· Ensuring staff understand the safe use of devices, online platforms and social media.

· Ensuring appropriate arrangements are in place to protect children's information and images.

· Responding to and recording online safety concerns or breaches.

· Ensuring safeguarding concerns are managed in accordance with the preschool's safeguarding and child protection procedures.

· Ensuring suitable security measures are in place for work devices and accounts.

All staff, students and volunteers

Everyone working at Compton Preschool must:

· Read, understand and follow this policy.

· Use technology in a safe, responsible and professional manner.

· Maintain confidentiality and protect children's personal information.

· Follow the rules concerning mobile phones, photographs, emails, Tapestry and social media.

· Report concerns, inappropriate content, lost devices, suspected data breaches or policy breaches to the manager or DSL without delay.

5. Work laptops, iPads and electronic devices

Compton Preschool provides work devices for authorised professional purposes, including work emails, administration, accessing approved resources and uploading children's observations and photographs to Tapestry.

Staff must:

· Use preschool devices primarily for authorised work purposes.

· Keep devices secure and prevent unauthorised access.

· Use passwords or other appropriate security measures and never share login details.

· Lock screens when devices are unattended.

· Ensure screens and confidential information cannot be viewed by unauthorised people.

· Use approved applications, websites and accounts.

· Take care when sending emails, selecting recipients or uploading photographs and observations.

· Report lost or stolen devices, suspicious emails, suspected hacking or accidental disclosure of information immediately to the manager.

· Avoid downloading unapproved applications or storing children's photographs and information outside authorised systems.

Work devices must not be used to access inappropriate content, engage in offensive or unlawful activity, or undertake personal online activities that interfere with staff duties or safeguarding responsibilities.

Where personal use of work devices is permitted by management, it must not compromise security, confidentiality or professional conduct.

6. Use of Tapestry and work emails

Tapestry is used to record children's learning and development and to share appropriate information with authorised parents and carers.

Staff must:

· Access Tapestry only through authorised accounts and approved devices.

· Upload photographs, observations and learning records only to the correct child's account.

· Check that photographs and information relate to the correct child before uploading or sharing.

· Follow the preschool's permissions, consent and confidentiality arrangements for photographs and digital records.

· Ensure observations and comments are factual, appropriate, respectful and professionally written.

· Never share login details or allow unauthorised people to access a Tapestry account.

· Never use personal email accounts or personal messaging applications to send children's photographs, records or confidential preschool information.

· Use work email for professional communication and check recipients carefully before sending sensitive information.

· Avoid including unnecessary personal information in emails or digital records.

Children's information must not be downloaded, copied, forwarded or stored on personal devices or personal cloud storage unless explicitly authorised under an approved, secure procedure.

7. Personal mobile phones and smart devices

To safeguard children and maintain professional boundaries, staff personal mobile phones must be kept in the designated office area during working hours.

Staff must:

· Leave personal mobile phones in the designated office area before working with children.

· Not carry or use personal mobile phones in rooms or areas where children are present.

· Not use personal phones to take photographs, record videos or audio, or access children's information.

· Not use personal smartwatches, cameras or other personal devices to photograph or record children.

· Use personal phones during authorised breaks in the designated area, away from children, where appropriate.

· Seek permission from the manager if they need to use a personal phone for an urgent or exceptional reason.

In an emergency, staff should follow the preschool's emergency procedures and use authorised means of communication.

Any exceptional arrangements, including for medical or accessibility needs, must be agreed in advance with the manager and must not compromise children's safety or privacy.

8. Visitors, parents and other adults on site

Compton Preschool asks all visitors, parents, carers, contractors and other adults to respect the setting's safeguarding arrangements.

Visitors will be informed that:

· Personal mobile phones must not be used to photograph, film or record children on the premises.

· Mobile phones should not be used in areas where children are present, in accordance with the preschool's no-use-on-site rule.

· Photographs or recordings of children must not be taken without the preschool's express authorisation and appropriate consent.

· Children's images, names, conversations and personal information must not be shared on social media or other online platforms without appropriate authorisation.

· Any urgent phone call should be made outside the setting, away from children, with staff permission where necessary.

Notices and verbal reminders may be used to communicate these expectations. Staff should politely remind visitors of the policy if it is not followed.

Any concerns about a visitor using a device inappropriately must be reported to the manager or DSL immediately.

9. Children's use of iPads and technology

Compton Preschool recognises that technology can help children develop curiosity, problem-solving skills, communication and an understanding of the modern world.

iPads may be used for short periods, under direct staff supervision, to give children opportunities to explore different forms of technology.

Staff must ensure that:

· The activity has a clear educational purpose and supports children's learning or development.

· Content, apps, games and websites are checked for suitability before children use them.

· Children are always supervised and are not left to access the internet independently.

· Devices are used alongside, rather than instead of, meaningful play, interaction, physical activity and hands-on experiences.

· Screen use is limited, purposeful and appropriate to each child's age, needs and stage of development.

· Children are supported to use devices respectfully and safely.

· Appropriate parental permissions are obtained where required for any photography, recording or sharing of children's images.

· Children do not access personal accounts, work emails, Tapestry records or other confidential information.

· Devices are configured with suitable privacy, security and content restrictions wherever possible.

Staff must intervene immediately if a child encounters inappropriate material, accesses an unauthorised application or attempts to take or share an inappropriate image.

Any incident or concern must be reported to the DSL and managed in accordance with the safeguarding and child protection policy.

10. Photographs, videos and children's images

Photographs and videos may be taken for legitimate preschool purposes, such as documenting learning and development, subject to the preschool's consent arrangements.

Staff must:

· Use only authorised preschool devices for taking photographs or videos of children.

· Follow the preschool's parental consent and image-sharing procedures.

· Ensure images are used only for the purpose for which permission has been obtained.

· Upload images to the approved system, such as Tapestry, as soon as reasonably practicable.

· Ensure images are stored securely and deleted from temporary locations when no longer needed, in accordance with the preschool's retention and data protection procedures.

· Never send children's images through personal messaging apps or personal email.

· Never post images of children on personal social media accounts.

· Never photograph children in situations that compromise their dignity, privacy or safety.

Any accidental capture, unauthorised sharing or suspected misuse of a child's image must be reported to the manager immediately.

11. Staff social media and online conduct

Compton Preschool recognises that staff may use social media in their personal lives. However, staff must remember that working in an early years setting carries professional responsibilities and that online behaviour can affect the safety and confidence of families, colleagues and the preschool community.

All staff must:

· Not name Compton Preschool or identify it as their workplace on personal social media profiles or posts, unless the manager has expressly authorised a specific professional purpose.

· Not post photographs, videos, names or identifying information relating to children, parents, carers or colleagues.

· Never disclose confidential information about children, families, colleagues or preschool business.

· Not publish negative, derogatory, discriminatory or disrespectful comments about the preschool, children, parents, carers, colleagues or other professionals.

· Think carefully before posting, sharing, liking or commenting on content online.

· Remember that content can be copied, shared, screenshotted or remain accessible even after it has been deleted.

· Maintain professional standards when expressing opinions, even through personal accounts or private groups.

· Review privacy settings regularly and understand that privacy settings cannot guarantee confidentiality.

· Never use social media to discuss safeguarding concerns, complaints, incidents or confidential workplace matters.

· Avoid online interactions that blur professional boundaries with parents and carers.

Staff should not accept friend or follow requests from parents or carers on personal social media accounts where this could compromise professional boundaries. Any pre-existing personal relationship or exceptional circumstance should be discussed with the manager so that appropriate boundaries can be agreed.

Staff must not use personal social media to contact children or share information about children in their care.

Staff should ask themselves before posting or commenting:

· Would this be appropriate if a parent, colleague or manager saw it?

· Could this identify a child, family or the preschool?

· Could this affect the trust families place in me as an early years professional?

· Would I be comfortable explaining this post in a professional setting?

Where the answer raises concern, staff should not publish the content.

A breach of these expectations may result in management action in accordance with the staff code of conduct and disciplinary procedures.

12. Internet use and online content

Staff must use the internet responsibly and only for authorised purposes during working time.

The preschool will take reasonable steps to reduce the risk of children or staff accessing inappropriate content, including using appropriate device settings, access restrictions and supervision.

Staff must:

· Check websites and online content before allowing children to access them.

· Avoid clicking suspicious links or opening unexpected attachments.

· Never enter preschool passwords or personal information into unverified websites.

· Report inappropriate content, suspicious messages or online safeguarding concerns to the manager or DSL.

· Ensure children do not access online content without direct adult supervision.

· Explain safe and appropriate technology use to children in simple, age-appropriate language.

Staff must not assume that a website, application or search engine is safe simply because it is familiar.

13. Cyberbullying, online abuse and inappropriate communication

Cyberbullying, harassment, threats, discriminatory communication, online grooming and the inappropriate sharing of images are serious safeguarding concerns.

Any staff member who becomes aware of such behaviour involving a child, family member, colleague or other person connected to the preschool must report it to the manager or DSL.

Staff must not investigate safeguarding allegations independently, confront suspected perpetrators in a way that could compromise an investigation, or promise confidentiality where a safeguarding concern has been disclosed.

The DSL will determine appropriate action, including recording the concern, following safeguarding procedures and contacting relevant external agencies where necessary.

14. Data protection and confidentiality

All staff must protect personal information in accordance with the preschool's data protection and confidentiality procedures.

This includes:

· Keeping children's records and family information secure.

· Sharing information only with authorised people and where there is a legitimate reason.

· Avoiding discussions about children and families where they may be overheard by others.

· Ensuring confidential paperwork and screens are not visible to visitors or unauthorised people.

· Reporting suspected data breaches immediately to the manager.

· Following approved retention, storage and deletion procedures.

Where a safeguarding concern requires information to be shared to protect a child, staff must follow the preschool's safeguarding procedures and seek advice from the DSL.

15. Reporting concerns and breaches

All staff have a responsibility to report concerns about e-safety, technology use or inappropriate online behaviour.

Concerns may include:

· A lost or stolen work device.

· An unauthorised photograph or recording.

· Accidental disclosure of a child's personal information.

· Inappropriate internet content accessed by a child.

· Misuse of Tapestry, email or other work systems.

· Inappropriate social media posts or online contact.

· A visitor using a phone or camera contrary to the policy.

· Suspected online abuse, grooming, harassment or cyberbullying.

Staff must report concerns promptly to the manager or DSL. Concerns involving the manager should be reported in accordance with the preschool's safeguarding, allegations or whistleblowing procedures.

The manager or DSL will record the incident, assess the risk and take proportionate action. This may include informing parents or carers where appropriate, taking steps to protect children, securing devices or accounts, and contacting relevant safeguarding or data protection authorities where required.

Failure to follow this policy may result in disciplinary action and, where appropriate, referral to relevant authorities.

16. Staff training and policy review

All staff will be made aware of this policy during induction and reminded of their responsibilities through ongoing safeguarding training and supervision.

The manager will ensure that staff understand the procedures for using work devices, Tapestry, personal mobile phones, photographs and social media.

This policy will be reviewed at least annually, and sooner if there are changes to statutory guidance, technology, preschool practice or safeguarding requirements.

17. Staff declaration

I confirm that I have read and understood the Compton Preschool E-Safety and Acceptable Use Policy. I agree to follow its requirements and understand that failure to do so may result in management or disciplinary action.

Staff name: __________________________________

Signature: ____________________________________

Date: _________________________________________
