Compton Pre-school – E-Safety Policy

This policy concerns the use of mobile phones, smart watches, computers, cameras and video recording
Statement of intent:
Compton pre-school aims to ensure that all technology is used efficiently and cost effectively. 
All staff are encouraged to develop IT skills within the setting.
Acceptable internet and email use:
Access to the internet and emails are only available to staff via the office laptop and are used for professional, work-based contact only. Internet access for the children (for example, on the iPad) is supervised by a member of staff and limited by parental control settings. Recommended maximum usage times are followed, as are requests from parents to further limit time spent.
Mobile phones/smart watches:
Staff mobile phones/smart watches are kept in a box in the office and not taken into the play areas. When staff are working in the office with children, the container is placed in the kitchen. Visitors and parents are asked not to use mobile phones while on the premises.
Computers/laptops:
All staff use the laptop for work purposes only. No obscene, illegal or inappropriate sites are used. No photographs are stored on the laptop except for those which relate to the web site.

iPAD for childrens’ use:
The iPad used by the children is supervised, and children only have access to apps that are age appropriate and have been downloaded by staff. The iPad i is regularly checked.

Social Networking – Staff:
When using social media, before posting or commenting on items, consider whether you would be happy for your employer, colleagues, children and parents to see it. If you wouldn’t want them to see it then don’t post it online. When you are on social networking sites always adhere to the confidentiality policy and never criticise the preschool, pupils or parents online. Breach of this would result in disciplinary action being taken.
Photographs:
No photographs are taken on personal mobile phones, cameras or smart watches. 
The pre-school camera and electronic tablets are used solely for the childrens’ learning journals or to post on Tapestry and once printed, photos are deleted. Photographs are also used to promote the web site and for displays in the preschool.
Photographs may be taken by the local press for advertising purposes (including leaflets). Parent/carer’s are permitted to take photographs of the annual leavers service and nativity with prior permission. They are asked not to share these on social media. From time-to-time professional photographers visit the pre-school to take photographs of the children which parents can purchase.  A permission form which covers all of these aspects of the use of photographs is completed when a child first starts pre-school by the parent/carer, who has the right to refuse permission for any of them to occur. Cameras will be checked every half term and any remaining photographs on the device will be deleted.
Video recording:

Video recording is not usually done within the setting, apart from on individual Tapestry posts which are shared securely with parents/carers. During the Christmas Nativity and Summer Leavers services parents have permission to record the events for their personal use, but are asked not to post any videos on social media.

Misuse Procedures:
Any online safety incidents would be recorded and monitored and any potential patterns in behaviour would be addressed. Misuse is categorised in three ways.

Minor incidents: The incident would be reported to the Senior Designated Safeguarding Officer (Mrs Sha Matthews). A written incident record would be made and the situation monitored. Sanctions would be applied in accordance with the acceptable use policy.

Significant incidents: This is where children and young people may gain unintentional access to inappropriate materials. Such materials may not be illegal, but are not suitable for children. The incident would be reported to the Senior Designated Safeguarding Officer and a written incident record would be completed. Appropriate action would be taken and sanctions applied in accordance with the acceptable use policy. Parents and carers would be informed of the incident and any resulting actions. 

Serious incidents: All serious incidents would be dealt with promptly. Appropriate communication would occur between the Senior Designated Safeguarding Officer and the registered person. 
All details would be recorded accurately. Should the incident relate to an allegation made against an employee, manager, volunteer or student concerning abuse, the safeguarding policy would be implemented. The LADO would be contacted in the first instance regarding any allegation made against an adult. This may include the misuse of mobile phones, cameras, laptops, computers and other portable media technology. 
Internal disciplinary procedures would not be undertaken until investigations by relevant agencies have been completed. On completion of both internal and external investigations, an online safety review would be undertaken, including the revision of policies and procedures. Serious incidents, (including, but not limited to, viewing, possessing, taking, making and distributing indecent images or bullying or harassment through the use of portable media) can be instigated by a child, young person or adult and they must be reported to the police, childrens’ social care, LADO and Ofsted. Any material used must not be tampered with and computers and other devices must not be switched off until authorised by the police. Full reports would be made and would be signed and dated by the appropriate people.
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