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1. Purpose of this Policy

Compton Preschool is committed to protecting the privacy, confidentiality and personal information of children, parents/carers, staff, volunteers and other individuals connected with the Preschool.

This policy explains how confidential and personal information must be collected, used, stored, shared and disposed of.

The Preschool will comply with applicable data protection legislation, including the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018, together with relevant guidance from the Information Commissioner's Office (ICO) and Department for Education (DfE).

The Preschool recognises that children require particular care and protection when their personal information is processed.

2. Scope

This policy applies to:

- all permanent, temporary and agency staff;
- managers and committee members;
- volunteers;
- students and work-experience placements;
- contractors and other individuals working on behalf of the Preschool;
- information held in paper and electronic form;
- verbal information and conversations;
- photographs, videos and recordings;
- information shared through email, messaging systems or other digital platforms.

Everyone working at or for Compton Preschool has a responsibility to maintain confidentiality and protect personal information.
3. What is Confidential Information?

Confidential information includes any information about an individual that is not intended to be publicly available.

This may include:

- a child's name, address and date of birth;
- parents' and carers' contact details;
- emergency contact information;
- medical and health information;
- allergies, medication and dietary requirements;
- developmental records and observations;
- information relating to a child's additional needs or disability;
- safeguarding and child protection information;
- family circumstances;
- information about a child's behaviour or development;
- photographs and videos of children;
- staff personal information;
- staff employment, performance or disciplinary information;
- information relating to complaints or incidents;
- passwords and security information;
- information received from external professionals or agencies.

Some information, such as health, safeguarding and certain information about children, may require particularly careful handling.

4. Confidentiality Principles

Compton Preschool will ensure that personal information is:

1. Used lawfully, fairly and transparently.
2. Collected only for specified and legitimate purposes.
3. Adequate, relevant and limited to what is necessary.
4. Accurate and kept up to date where necessary.
5. Kept only for as long as necessary.
6. Stored and processed securely.
7. Handled in accordance with individuals' data protection rights.

The Preschool will apply the principle of data protection by design and default, meaning that privacy and security will be considered when introducing new systems, processes or ways of working.

5. Confidentiality Responsibilities of Staff

All staff must:

- keep confidential information private;
- only access information that they need for their role;
- never access records simply out of curiosity;
- not discuss children, families or colleagues in public areas;
- not discuss confidential matters with friends or family;
- not discuss children or families on social media;
- not share confidential information using personal email accounts or messaging applications unless specifically authorised and appropriately secured;
- ensure paperwork containing personal information is not left unattended;
- keep computer screens and electronic devices secure;
- use strong passwords and never share passwords;
- report lost paperwork, devices or information immediately;
- ensure confidential documents are disposed of securely;
- follow the Preschool's safeguarding, information security and data protection procedures.

Staff must take particular care when discussing sensitive information in areas where conversations may be overheard.

6. Conversations About Children and Families

Information about children and families must only be discussed with people who have a legitimate reason to receive it.

For example, staff may discuss a child's needs with:

- the child's parent/carer where appropriate;
- the child's key person;
- the Preschool manager;
- the Designated Safeguarding Lead (DSL);
- another member of staff who needs the information to carry out their role;
- an appropriate professional or agency where there is a lawful basis for sharing.

Staff must not discuss individual children or families:

- in front of other parents;
- in front of children who do not need the information;
- in public places;
- on public transport;
- in local shops or other community settings;
- on personal social media;
- with friends or relatives.

---

7. Information Shared With Parents and Carers

Parents and carers will be given appropriate information about their own child.

However, confidentiality means that staff must not disclose information about another child or family.

For example, if a parent raises a concern about an incident involving another child, staff should not disclose the other child's name, personal circumstances, medical information or family details.

Staff should explain that information relating to other children is confidential.

---

8. Safeguarding and Child Protection

Confidentiality must never prevent the Preschool from taking action to protect a child from harm.

Where there is a safeguarding concern, information may need to be shared with the DSL, children's social care, the police, health professionals, the local authority or another appropriate organisation.

Information should be shared:

- lawfully;
- securely;
- proportionately;
- with the appropriate person or organisation;
- only to the extent necessary.

Staff should not promise a child, parent or another individual that information will always remain confidential if there is a possibility that the information needs to be shared to protect a child or another person.

Data protection law does not prevent appropriate information sharing when necessary to safeguard children.

Any staff member who has a safeguarding concern must follow the Preschool's Safeguarding and Child Protection Policy and report the concern immediately to the DSL or, if appropriate, directly to the relevant safeguarding authority.

9. Information Sharing With External Organisations

Personal information will only be shared with external organisations where there is a lawful basis and the sharing is necessary and proportionate.

Examples may include sharing information with:

- the local authority;
- Ofsted;
- children's social care;
- health visitors;
- speech and language therapists;
- educational psychologists;
- other health professionals;
- the police;
- schools receiving children from the Preschool;
- emergency services;
- government departments where legally required.

Before sharing information, staff should consider:

- Who is requesting the information?
- Why is the information needed?
- What information is actually necessary?
- What is the lawful basis for sharing?
- Is there a safeguarding or legal requirement?
- How can the information be shared securely?

The Preschool will not disclose information simply because someone asks for it.

Where information sharing is required by law, consent may not be necessary. For example, certain early-years data must be provided to the Department for Education under statutory requirements.

10. Parents' and Carers' Responsibilities

Parents and carers are expected to respect the confidentiality of other children and families.

Parents/carers must not:

- take photographs or videos of other children without permission;
- post photographs or videos of other children on social media without appropriate permission;
- share confidential information about another child or family;
- discuss another child's personal circumstances with other parents;
- attempt to obtain information about another child from Preschool staff.

Parents should raise concerns directly with the Preschool rather than discussing individual children or families on social media or parent messaging groups.

11. Photographs and Videos

Photographs and videos of children will be taken and used only in accordance with the Preschool's procedures and privacy information.

Where consent is required, the Preschool will obtain appropriate consent before using photographs or recordings for purposes such as:

- displays;
- newsletters;
- the Preschool website;
- social media;
- promotional materials;
- learning documentation.

Parents will be informed about how photographs and videos are used.

Photographs and videos must be stored securely and must not be taken or stored on personal devices unless expressly authorised under the Preschool's procedures.

Staff must never take photographs of children for personal use.

12. Electronic Information and Devices

Electronic personal information must be protected from unauthorised access.

Staff must:

- use Preschool-approved systems wherever possible;
- keep passwords confidential;
- lock screens when leaving devices unattended;
- avoid using unsecured public Wi-Fi for confidential information where possible;
- ensure emails containing personal information are sent to the correct recipient;
- check email addresses before sending confidential information;
- not forward confidential information to personal accounts;
- report suspected data breaches immediately.

Personal devices must not be used to store children's confidential information unless specifically authorised by the Preschool and appropriate security measures are in place.

13. Paper Records

Paper records containing personal information must be stored securely.

When not being used, confidential records should be kept in a locked cabinet, secure room or other appropriate restricted-access location.

Records must not be left:

- on desks;
- in reception areas;
- in vehicles;
- in classrooms where unauthorised people may access them;
- in areas accessible to children or visitors.

Confidential paperwork must be disposed of using secure shredding or another approved confidential disposal method.

14. Email and Digital Communication

When sending confidential information by email, staff must:

- check the recipient carefully;
- only send information that is necessary;
- use Preschool-approved email systems where available;
- consider whether encryption or password protection is appropriate;
- avoid including unnecessary sensitive information in the email subject line;
- report accidental disclosure immediately.

Parents/carers should use the Preschool's approved communication channels when providing personal or sensitive information.

15. Data Breaches

A data breach may include:

- sending information to the wrong person;
- losing a confidential document;
- losing a laptop, tablet or phone containing personal information;
- unauthorised access to records;
- accidentally disclosing information;
- leaving confidential records where they can be viewed;
- sharing information on social media by mistake.

All suspected data breaches must be reported immediately to the Preschool Manager or person responsible for data protection.

Staff must not attempt to conceal a data breach.

The Preschool will assess the incident and take appropriate action, including notifying the ICO and affected individuals where legally required.

16. Data Protection Rights

Individuals have rights concerning their personal information.

Depending on the circumstances, these include rights relating to:

- being informed about how information is used;
- accessing personal information;
- correcting inaccurate information;
- restricting certain processing;
- objecting to certain processing;
- erasure in applicable circumstances;
- data portability in applicable circumstances;
- rights relating to automated decision-making and profiling.

The Preschool will respond to valid requests in accordance with applicable data protection law.

Children also have data protection rights, although how those rights are exercised can depend on the child's age, understanding and the circumstances.

17. Privacy Notice

Compton Preschool will maintain an accessible Privacy Notice explaining:

- what personal information the Preschool collects;
- why it is collected;
- how it is used;
- the lawful bases relied upon;
- who information may be shared with;
- how long information is retained;
- individuals' data protection rights;
- how individuals can raise concerns.

The Privacy Notice will be made available to parents/carers and staff and reviewed regularly, particularly when there are significant changes to how personal information is processed.

18. Staff Training

All staff, volunteers and relevant individuals will receive appropriate confidentiality and data protection information.

Training will cover:

- confidentiality;
- UK GDPR and data protection responsibilities;
- secure handling of information;
- appropriate information sharing;
- safeguarding and information sharing;
- photographs and social media;
- data breaches;
- secure use of electronic devices;
- reporting concerns.

Refresher training will be provided as necessary.

The ICO recommends that organisations ensure staff, contractors and volunteers understand their responsibilities when handling and sharing information to safeguard children.

19. Breaches of Confidentiality by Staff

A deliberate or negligent breach of confidentiality may result in disciplinary action.

Examples include:

- discussing a child or family outside the Preschool;
- accessing information without a legitimate reason;
- sharing confidential information on social media;
- taking photographs of children for personal use;
- sharing passwords;
- removing confidential records without authorisation;
- deliberately disclosing confidential information.

Serious breaches may result in disciplinary action, referral to relevant professional or regulatory bodies, or other action where appropriate.

20. Visitors, Students and Volunteers

Visitors, students and volunteers who may have access to confidential information will be expected to maintain confidentiality.

Where appropriate, they will be informed of confidentiality requirements before accessing information about children or families.

They must not:

- photograph children without authorisation;
- copy records;
- remove information from the Preschool;
- discuss children or families outside the Preschool;
- access records that are not necessary for their role.

21. Retention and Disposal of Information

Compton Preschool will not keep personal information for longer than is necessary.

Records will be retained in accordance with the Preschool's retention schedule and any applicable legal, regulatory or contractual requirements.

When records are no longer required, they will be securely destroyed or deleted.

22. Data Protection by Design

Before introducing a new system, app, online service, communication platform or other process involving personal information, the Preschool will consider the potential data protection risks.

Where processing is likely to result in a high risk to individuals' rights and freedoms, the Preschool will consider whether a Data Protection Impact Assessment (DPIA) is required.

Particular care will be taken where children's information or sensitive information is involved.

23. Raising a Concern

Parents, carers and staff who have concerns about how Compton Preschool handles personal information should raise the matter with:

Data Protection Lead: Sharon Matthews
Position: Owner Proprietor
Email: smatthewscomptonpreschool@gmail.com
Telephone: 01752 769355

Concerns will be treated seriously and investigated appropriately.

Individuals may also have the right to complain to the Information Commissioner's Office where they believe their data protection rights have not been respected.

24. Confidentiality Agreement for Staff

All staff and relevant volunteers are expected to confirm that they understand and will comply with this policy.

By signing below, I confirm that:

- I understand my responsibility to maintain confidentiality.
- I will only access personal information when necessary for my role.
- I will not disclose confidential information to unauthorised people.
- I will follow Compton Preschool's data protection and safeguarding procedures.
- I will report suspected data breaches immediately.
- I understand that confidentiality continues after my employment or placement with the Preschool ends.
- I understand that safeguarding responsibilities may require confidential information to be shared with appropriate people or organisations.

Name: __________________________________

Role: ___________________________________

Signature: _______________________________

Date: ___________________________________

25. Parent/Carer Confidentiality Statement

Compton Preschool asks all parents and carers to respect the privacy of children, families and staff.

Parents/carers are asked not to share photographs, videos, personal information or confidential information relating to other children or families.

Any concerns about a child or incident should be raised directly with the Preschool Manager rather than discussed publicly or through social media.

26. Review

This policy will be reviewed at least annually and sooner if:

- legislation or statutory guidance changes;
- there is a significant change to the way personal information is processed;
- a serious data breach occurs;
- safeguarding arrangements change;
- new technology or systems are introduced.

Next review date: October 2027

Signed: S.Matthews

Position: Manager

Date: 8th October 2026
